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Introduction

What is an Internet Bandwidth subscription?

Water flowing through a pipe
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Bandwidth Efficiency: Utilising subscribed bandwidth in a non-
wasteful way.
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Introduction

o m | before
se M | bandwidth
48 M|  boost

after

bits per second

30 M .
a0 bandwidth
10 M boost
e - e
Wed 12:00 Wed 16:00 Wed 20:00 Thu 66:80 Thu 64:00 Thu 68:00
From 16-Feb-2022 09:24:48 To 17-Feb-2022 09:24:48
B Inbound Current: 4.99 M Average: 3.77 M  Maximum: 12.36 M

B Outbound Current: 66.93 M Average: 32.09 M Maximum: 68.83 M
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Introduction

e Bandwidth Efficiency: Utilising subscribed bandwidth in a
non-wasteful way.

® What would waste bandwidth? It depends:

O Personal / Organisational goals: Social media platforms
© Entertainment: Advertisements
O (Careless network administration: (volumetric) Denial of Service attacks

o ..e.t.c...
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Problem #1: Unsolicited Content
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Problem #2: Explicit Content RENU
MONITOR

National Education Insight World

Govt to block pornography
sites

Thursday, July 06, 2023

NBS Television {2
@nbstv

Pornography Control Committee has stepped up efforts to block
pornographic content in the country; the committee is working with the
Uganda Communications Commission and National Information
Technology Authority Uganda (NITA) to block pornographic websites
#NBSUpdates #NBSLiveAt9
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Proposed Solution: DNS é%m;u

User PC 3. https://A.A.AA/...

E > 3 YouTube
4>

1. what is youtube.com?

. DNS records and cache:

2. youtube.com is A AAA —
|HH youtube.com = A.A.ALA

MNormal

DMNS
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Proposed Solution: DNS sinkholing é%m;u

User PC

3. https://0.0.0.0/...

1. what is youtube.com?

2. youtube.com is 0.0.0.0

i

REMU

App
Filter

> ¢ Black hole

DNS records and cache: Slngularlty
youtube.com = A.A.A.A (BLOCKED)

Therefore, youtube.com = 0.0.0.6
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Solution Effectiveness: Deployment and Usage éR:E""

Service Uptake: Service Usage: \’
* Shared platform: 3 research * Secondary Schools: 172
institutions

* Dedicated platforms: 4 universities
WEOENEA sch-dns2.renu.ac.u Pi-HOIe

Total queries Queries Blocked Percentage Blocked Domains on Adlists

2,699,446 1,628,378 60.3% 4,597,915

1,204 active clients & List blocked queries © List all queries € Manage adlists
nostname: EENTEWCEIETNT =

Total queries Queries Blocked Percentage Blocked Domains on Adlists

3,443,526 1,871,737 54.4% 4,581,060

1,487 active clients © List blocked queries @ List all queries @ Manage adlists
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Solution Effectiveness: Deployment and Usage éR:E""

Service Usage:

G
* Metro eduroam B I r_] D

27,000+ users (Q3 2023)

813,632,593

Queries

2,661

Blocked Queries

SPANMHAUS

216,632

Queried Domains

148

Blocked Domains
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Added Advantage: Botnet mitigation RENU

How a Botnet works
o Infe[gtelt; Mﬁpl}line 0 /
ot/Zombie

Infection Connection

; Cybercriminal '
Malware (Bptrest] Command &
- Distribution ---. Control Server (C2)
= BH Em — i
Spam _ S'nl:l.al media
emails mgteeds posts
Multiplication Control
EMSISOFT
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Solution Effectiveness: Global Ranking ékfm;u
2020/2021 BITSIGHT

The Standard in SECURITY RATINGS

Botnet Infections  Spam Propagation  Malware Servers  Unsolicited Communications Potentially Exploited
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Solution Effectiveness: Global Ranking ékfm;u
2022/2023 BITSIGHT

The Standard in SECURITY RATINGS

Rating Details for Research and Education Network for Uganda

Events over 12 months

Botnet Infections Spam Propagation Malware Servers Unsolicited Communications

Potentially Exploited
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Solution Effectiveness: Challenges Faced ém‘u

Example #1: Bandwidth consumption

'
M
T BOM F\ P
=
(W]
¥ GOM
"]
T 48 M
a |
s 20mMQ
e
& |
Week 36
B Inbound

"-.]r‘rlrvl M ANNAMAN

i\ Al |

Week 37 week 38 ' Week 39 week 48
From 85/5ep/2023 11:46:41 To 05/0ct/2023 11:46:41

Current: 29.35 M Average: 25.34 M Maximum: 55.63 M

B Outbound Current: 85.74 M Average: 63.08 M Maximum: 87.91 M
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Solution Effectiveness: Challenges Faced ém«;u

Example #1: Application Filtering usage

Select date and time range

® October 15t 2023, 00:00 to October 5th 2023, 11:46

Queries over the selected time period
140000

120000

100000
80000 | | |
60000 | | |
i e i |
20000 ‘ ‘ ‘

0
Oct01 Oct 02 Oct 03 Oct 04 Oct 05

16

Enabling Research & Education Collaboration



Solution Effectiveness: Challenges Faced ém;u

Example #2: Bandwidth consumption

140
120

H
=
2332332223

a0
68
48
20

bits per second

ik

i

Weak 36

From

B Inbound Current:
B Outbound Current:

/

Week 37 Week 38 Week 39 Week 40
05/5ep/2023 12:05:00 To 05/0ct/2023 12:05:00

8.91 M Average: 7.45 M  Maximum: 29.50 M
66.77 M Average: 52.85 M Maximum: 139.94 M

R
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Solution Effectiveness: Challenges Faced

Example #2: Application Filtering usage
Select date and time range

© October 1st 2023, 00:00 to October 5th 2023, 17:04

Queries over the selected time period
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Solution Effectiveness: Other challenges ém;u

* Scalability
*  From a home to an NREN

* Insufficient blocklists (Whack-A-Mole)

* Against today’s dynamic applications

° Against today’s threats @ SwiftOnSecurity @SwiftOnSecurity - Mar 2
= 0Old and busted: DNS-over-HTTPS

MNew hotness: DNS-over-QUIC

* Circumvention technology
* VPNs, DNS-over-QUIC, etc... eenradarcom

DNS-over-QUIC becomes proposed standard: Wh...

Better equipped to meet the challenges of the
digital age

Q) s 11 22 O 123 il 33K

(=
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Conclusion and Future Work

App Filtering with DNS
sinkholing solves some things
(cybersecurity), but not everything|
(bandwidth consumption
optimisation)

Institutions need more capacity!

More sophisticated solutions
(A12?)

* Privacy issues??

* Scalability & robustness
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RENU

Services

RENU-CERT ¢ Incident Handling

® Sccurity-related Information

. Dissemination
Email: cert@renu.ac.ug

A : »
Website: https://cert.renu.ac.ug Cybersecurity Auditing

Twitter: @renu_cert ® Filtering Services
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http://cert@renu.ac.ug
https://cert.renu.ac.ug/

RENU

THE END

Security is EVERYONE’s Responsibility

Thank you
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