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Network Monitoring 2 U

e With Internet already made affordable and available, more concern lies
with user experience.

® C(rucial in identifying network performance issues and their causes.

Traditional monitoring tools measure sections of the network.

Google ISP — Measures performance from the end-user device to the
server.

A, Google ISP Portal
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RENU Network Structure E "

¢ REN - UbuntuNet Alliance Il

® /24 for each institution (Identity)

® GGC for enhanced performance
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RENU Traftic Composition E

@ Google traffic Other traffic

Of the entire RENU traffic, 60% 1s Google traffic. 70% of the Google traffic is served
by the GGC
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Google ISP Portal E U

The Google ISP Portal exclusively measures Google

traffic performance. . '
Google

Google 1s interested 1n the entire performance between

. : . Global Cache
the requesting end-user device and the serving
infrastructure.

Google uses Autonomous System (AS) numbers to
identify and categorize the transit provider that is
delivering traffic.

A, Google ISP Portal
Cacheable traffic 1s served from Google Global Cache

(GGOY:
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oogle ISP Portal

RENU Monitoring > Network > Performance

Trafficby ASN v @ Time: 2023/09/25,12:20 - 12:30. CDN traffic only.

Filter by name @ Atpeak v @ ; 25 : (2] = Filter by name At peak - @
Retransmit Rate (%) ~ Iu:( E ” P ” 2 o
el Source Client ™ Traffic Goodput Retransmits RTT
M O AS37075 327687 1.32 Mbps 293.75 kbps 29.2% 309 ms
O AS37100 327687 239.80 Mbps 3.40 Mbps 22.94% 137 ms
O Exchange: Mombasa 327687 159.84 Mbps 2.49 Mbps 28.11% 221 ms
O GGC: renuug-ebb1 327687 1.52 Gbps 3.82 Mbps 24.53% 143 ms
307687 Transit AS37075 233.59 Mbps N/A N/A N/A
Transit AS37100 241.81 Mbps N/A N/A N/A
AS37075 Downstream: AS328358 192.51 Mbps N/A N/A N/A
b; D : AS328358 110.28 Mbps N/A N/A N/A
|:| AS37100 GGC: renuug-ebb1 Downstream: AS328358 379.94 Mbps N/A N/A N/A
Transit . ) AS37075 Downstream: AS328813 39.76 Mbps N/A N/A N/A
|:| BROD o e eare AS37100 Downstream: AS328813 2.01 Mbps N/A N/A N/A
b; D AS328813 11.21 Mbps N/A N/A N/A
Doy — i GGC: renuug-ebb1 Downstream: AS328813 101.88 Mbps N/A N/A N/A
O Exchange: Mombasa GGC: renuug-ebb1 728.94 Mbps 85.79 Mbps 0.45% 15ms
O GGC: renuug-ebb1 GGC: renuug-ebb1 102.64 Mbps 100.00 Mbps 0.14% N/A

Insights into traffic flows and quality of experience.
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Performance Metrics

Goodput: The data that is successfully transferred per unit time (Mbps)

Application Round Trip Time: The amount of time 1t takes for a packet to be
sent from a source to a destination and back (ms)

Retransmit Rate: The percentage of packets that need to be retransmitted
because they were lost or corrupted in transit.
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RENU

Why Retransmit Rate?

® Retransmit rate was considered the most
important among the 3 parameters.

—
wa

® Traditional tools can measure RTT and
Goodput.

Retransmit Rate (%)
=
N
(sdgo) oyesy

[4,]

0
9 i10:11:12 {1314 {1516 17 {18 {19 {20 21 ;22

® None of the traditional tools measure

retransmit rate. Traffic (Gbps) 27
B Retransmit Rate (%) 9.32

> 50% is flagged
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Performance Analysis Process

{ Test and deduce ]

[ Establish a theory J—T

Checking against other
monitoring tools and utilities
Identification of poor
performers

Google ISP performance
maonitoring

Enabling Research & Education Collaboration



Google ISP Portal - Performance A

RENU Monitoring > Network > Performance

Switch networks

nalysis

CDN traffic only. Time: 2023/09/21, 09:50 - 10:00. CDN traffic only.
Retransmit Rate (%) ~ Days: 3 ¥ Prefix
Orange line denotes overview time. Click timeline to change time. 137.63.150.0/24
[ 137.63.219.0/24
& 4
o185 137.63.196.0/24
& =
.—E' 10 g % 137.63.137.0/24
@ o
5 137.63.171.0/24
g5
e 0 137.63.209.0/24
19 20 21
137.63.130.0/24
Traffic (Gbps) 0.46
M Retransmit Rate (%) 5.59 196.43.152.0/24
137.63.176.0/24
137.63.218.0/24
Goodput (Mbps)
137.63.156.0/24
A, Mt AN 196.43.172.0/24
Retransmit Rate (%) 137.63.139.0/24
N AT N g S 2c0f:f6d0:2b:/48
Application RTT (ms) 196.43.188.0/23
WMMW 197.63.161.0724
2c0f:f6d0:85::/48
3 csv 196.43.171.0/24
196.43.156.0/24
137.63.152.0/24

Traffic

1.72 Mbps
3.67 Mbps
3.99 Mbps
5.71 Mbps
2.31 Mbps
12.87 Mbps
1.94 Mbps
5.64 Mbps
2.60 Mbps
24.22 Mbps
1.71 Mbps
54.56 Mbps
3.31 Mbps
40.98 Mbps
4.04 Mbps
5.29 Mbps
3.31 Mbps
21.15 Mbps
3.25 Mbps

1.61 Mbps

Goodput
1.98 Mbps
1.28 Mbps
1.61 Mbps
287.50 kbps
3.92 Mbps
641.07 kbps
1.50 Mbps
611.54 kbps
2.13 Mbps
1.48 Mbps
4.13 Mbps
1.03 Mbps
1.32 Mbps
1.12 Mbps
1.21 Mbps
542.86 kbps
900.00 kbps
1.27 Mbps
3.08 Mbps

1.70 Mbps

Retransmits ¥

96.59%

94.41%

80.51%

76.92%

75.24%

73.87%

73.86%

64.11%

62.3%

56.97%

55.08%

51.21%

48.94%

48.57%

48.14%

47.06%

46.2%

44.8%

44.12%

43.78%

RTT

133 ms

9Ims

14 ms

256 ms

115ms

41 ms

7ms

192ms

187 ms

131 ms

11 ms

137 ms

77 ms

130ms

17 ms

857 ms

646 ms

95ms

13 ms

389 ms

RENU

Prefix based performance analysis according to Goodput, Retransmit Rate and RTT.
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Institutional Retransmit Rate Performance
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Retransmit Rate Vs Performance ﬂ
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Retransmit Rate Vs Performance

B Week4 [l Week5

50

® Reduction in retransmit rate

® [mprovement in performance

Average Retransmit Rate (%)

® [ncrease in packet loss

0.95 1.55

]
Institution A Institution B Institution C

Instituton
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Hardware Limitations

13 PingPlotter Free
File Edit Help

RENU

Trace to multiple targets and monitor on-site performance. Uparade PingPlotter!

1.1.1.1/ one.one.one.one - | Interval 05seconds v | Focus|Auto - fotin 20T
Hop  Count P Name Avg | Min | Cur  PL% oms Latency 1570
1 704 17261501 172.16.150.1 60 09 22
2 702 1721602 1721602 927 798 g 430
3 704 196.43.188.147 196.43.188.147 926 759 86.2 251
4 703 196.43.190.221 unra.mbr.pl-unra.mbr.pe.netrenu.acug 947 770 872 294
5 704 19643.190177 196.43.190177 973 790 1049 261
3 703 196.43.190.197 mujhuklaZ.p2-mujhukla2.pl.net renuacug 989 791 919 215
) 703 1964319054 196.43.190.54 96 812 892 200
8 703 105.21.72.77 105.21.72.77 1020 837 938 216
9 704 105.16.15.22 xe-0-0-0-2.cr-01-nbo.ke.seacomnet.com 1120 979 1028 268
1 704 1051612253 xe-0-0-0-2.cr-01-mba ke.seacomnet.com 113 942 998 253
n 703 105.16.17.14 ae-3.dr-01-mbake seacomnet.com 1142 991 1015 248
2 703 4120612786 41206.127.86 1144 957 1061 259
B 703 1111 one.one.one.one 1135 968 1020 219
703 Round Trip (ms) 1135 968 1020 279

one.one.one.one {1.1.1.1) hop 13

ms)

Latency

10 minutes (12:46:15p - 12:56:15p)

il {in/ J

o 5507 Jaxdeg

1247p

= 12555p 1256p
Jul 19 17:34:07.068: %BW_LICENSE-4-THROUGHPUT_MAX_LEVEL:

SIPO: cpp_ha_top_level server:

Average throughput rate approached the licensed bandwidth of

50 Mbps during 130 sampling periods in the last 24 hours,

sampling period is 300 seconds
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Capacity Constraints

===\ 1 dnsgoogle - PingPlotter Pro

- X
File Edit Tools Summaries Workspace Help
Show your ISP proof of connection problems. Upgrade PingPlotter!
= AllTargets X ns3renuacug v bbccom v [ERREERd + -
—r >
8.8.8.8 / dns.google [@ ] +] ntervall 25 seconds | Focus| Auto = 10oms 200ms - F
— @
Hop  Count P Name Avg  Min | Cur  Pl% oms Latency 127 ms
2 104 137.63.215.1 137.63.215.1 121 34 56
3 104 137.63.225.66 137.63.225.66 47 15 6.5
g 104 196.43.190.237 moa.ebb.p1-moa.ebb.pe.netrenu.ac.ug 3. 16 2:1
B 104 196.43.190.209 mujhu.kla2.p1-moa.ebb.p1.net.renu.ac.ug 7.6 22 43
6 104 196.43.190.197 mujhu.kla2.p2-mujhu.kla2 p1.net.renu.ac.ug 5.3 25 26
b 104 19643.190.54 196.43.190.54 6.1 28 72
8 104 105.21.72.77 105.21.7277 19.9 36 218
9 65 105.16.15.22 xe-0-0-0-2.cr-01-nbo ke seacomnet.com 292 17.6 326
10 65 105.25.160.25 105.25.160.25 278 17.6 35.1 >—%’!—‘
mn 104 105.16.16.8 xe-0-0-0.pp-01-mba.ke seacomnet.com 326 16.9 398
= * 1000 I
i3 103 172.253.53.49 172.253.53.49 332 173 234 I
@ 103 216.239.63.239 216.239.63.239 316 16.3 222
B n 103 2888 dns.google 330 181 319 —l—
103 Round Trip (ms) 330 181 319 Focus: 14:46:51 - 14:571:14
;
dns.google (8.8.8.8) hop 15 10 minutes (14:41:14 - 14:51:14) v
35’,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,J'ﬂﬁl(lﬂs) ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
80 30
2 E3
= =
3 ]
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Conclusion

NRENS serve a critical sector of the country that is R&E and it is important that
these networks where these rely on have good quality networks, which require
extensive monitoring and performance measurement to the detail.

Extensive monitoring goes beyond what the traditional tools can currently
achieve.
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RENU

Q&A
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THE END

Thank you for your time
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