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Introduction - Global Email Spam E

Propagators
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Statscenter

UCEPROTECT Zones: Level 1: # 72803 IP's, Level 2: ® 13886 Allocations, Level 3; # 978 ASN's. Last Updated: 03.10.2023 16:15 CEST
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The problem

® High spam scores led to IP and
subnet blocking by Internet

operators.
RENU
® [mpact on reputation, e
productivity and email Bl
communication. —=

® Compromised machines that
were used to send out spam.
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What Has Been Done In RENU

If Mail server is on whitelist,
traffic, otherwise block inbound

and outbound traffic on port 25

RENU

Mail server B

Outsider ACLs

Mail server A

V‘ mail box
= | = |
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Whitelisted Mail servers
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Email Spam Propagation in RENU E
(Before)

UCEPROTECT-Level3

Reputation of ASN 327687 | RENU, UG

AS Status

Optional express delisting

Provider has | Level 1 listed abusers T WARNING!
Spamscore total IP's within the last 7 days Impacts from Level1 | Level 3 Escalation limit by Impacts PROBLEM MUST BE FIXED FIRST
TO PREVENT NEW LISTINGS
76.7 114688 3 88 ”: 57 Express delisting available |

10th May 2023
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Execution Overview

r

‘. ) l. | /—\
Step One % N4
Communicated to E Continuous inclusion of
memeber institutions about mail servers from

Created a whitelist for

the network-wide port 25 I e—— institutions that missed
black. - communication
Q within the RENU network
% Q
Contacted IT personnel Step Four

for mail server IP Worked with the
networks team to block
port 25 network-wide

addresses via email and
phone
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Spam Score After Filtering

RENU

Reputation of ASN 327687 | RENU, UG

Provide Level 1 listed Mwﬁﬁ?ﬁ?ﬁfﬂwnn
(a2 3 eve L o
AS Status Spamscore|  has abusers PSRN ISRk T— PROBLEM MUST BE FIXED
total IP's | within the last 7 days pacts FIRST
! TO PREVENT NEW LISTINGS
ATTENTION ' )
2TeRT Increased 201 114688 1 23 . ‘ 5T Mot available
Listingrisk

A T S TA P ST T PACT F H !é

Link of this Query: hitp://www.uceprotect.net /en/rbicheck.phptasn=327687

Impacts in AS327687 during the last 100 hours

10th May —3
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Spam Score After Filtering

UCEPROTECT-Levell
(Single IP)
P Status Impacts Listingrisk
NOT LISTED 0 e

UCEPROTECT-Level2

Networks this IP belongs to

Level 1 listed abusers Impacts in this net Li
Networks Status within the last 7 days within the last 7 days
B9 137.63.128.0117 NOT LISTED 1 1
17th May 2023 UCEPROTECT-Level3
t ay Reputation of ASN 327687 | RENU, UG
Provider has Level 1 listed abusers
AS Status Spamscore total IP's il Sl T s Impacts from Level 1 Level
327687 | NOT LISTED 114688 1 1
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Eftects On Productivity

® Uninterrupted Email
Communication

® Mitigation of IP Address and
Subnet Blocking
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Security Is Everyone’s Responsibility
Thank You!

End-
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